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£ ^ 0 J^2f» Ji^ofl^fil SOAP DflAlx] xg^ ^ ^ yj-^ofl 

^ SOAP nflAl^l ^a}^ SOAP Body HI cfl °1 Ei % <&3L^\t= allM 

1- *l"g-*H SOAP nflAl^l l£o_H] A>-g-£^^ A^^g- OV-^^. Oj-^gj.^ A ^ o_ S0A p ^ 

(Header)^ iL°> Sfln-H ^ai^o^i ^€4. SOAP o|M*l ^*Hr *R]£] 7fl°}7l 

1- *>-g-*M '711- ^JT2]-*V * Wl^-711- ^€ ^lU^Tr SOAP *flc13 ^o]- 

*IN 5a^T ^V-g-SU, O^Tfl 4S5f5l A^^g- SOAP 

DflAl^7> 3 t'M i4 = SOAP *fM*l°fl 7la}*l ^M«l^*l SOAP ^a]aH1 

^ <££.Q% ^*%%°.S.»\, SOAP nflAlxl noj-ofl 7l^*V ^a^h]^ ^ ol^ 
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A ^ °J-^S)-1- °l-§-*> iL^H^ SOAP nflAl^l a$s$ ^ ^ y 0 V H (METHOD FOR 

CREATING AND VERIFYING SIMPLE OBJECT ACCESS PROTOCOL MESSAGE ON WEB SERVICE SECURITY USING 
SIGNATURE ENCRYPTION) 

5L l£ H^"*! SOAP ^£olcf. 

£ 2^r 5. H 51 a] s} <y-s. - 7 ] (Encrypted Key) ^ tfltr #^-5Lo]cf. 

£ 3£r 51 1^1 51 a^ SOAP oflAl ^11- jL-§-;£°lcf. 

51 4^ 51 loll 51 a] £ SOAP ^a] ^11- ^Ai4HH ^ai«5}c*| ta^].^ 4^^- uVe}^ Ji# 

5. 5^ < H«r3 < ?l SOAP nflAl*l iL°HH a^ ^ ^^-g- 7fl^^ £^1*1 i^^cf. 
£ 6-£ t^s] *3*HH rtj-s. a^ ovg-^ ol^.^ 13 ^1 «1 ^ « 0 i^oflA^|o] SOAP 

£7^£ 6°fl 51 a] £ oj-Jrs}-^ a^ ^Aj ufl^q^ofl ufltr Ir^^clc}-. 
51 8^ 51 6^1 SOAP *fH*l» Jl#51°1c]-. 

51 9^r 51 6*1] 51^5} SOAP ^a] ^a]^o^ ^a]^ j^-g- uj-Ef^ 
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£- ^.ovofl ^ ^o.^, S0AP( Simple Object Access Protocol) ^| 

*1*H1 til*! iL^KSOAP Message Security)^ f^^g- ^ ^^M^ ^.oj-a] a^ oj-^^-s. o]-g-s> 
^ SOAP nfl^l^l* ^^*>i ^f^Hr ^ ^°1^t. 

^ti]-^ ^ A^ul^ ^oj-o. S0Ap oflA]^]ofl c|Rl £Lo>(S0AP Message Security)^ ^ 
# ^31 5aM1, SOAP^ XMLCeXtensible Markup Language)^ HTTP(HyperText Transfer 

Protocol) 71 a} i-llH^lH #°fl ^T-fl*}^ z]-^ ^SViH^sl 3l#-§- Jl-§;3o_ 

^^^>7l u o v ^-§r *r^r SOAP^r 7lti} HS£«oi7l nfl-g- 

^ ^ 51 CM*], n ^7} nflo. ^-^j-cffe Ji-^-g- 7>AlJ7 014. 

SOAP ^1*1 t^ol-^A^ cflolE^ -^^^sf r-HojE^oil cH«l a]oj ^-o]^. ojsfl t^ig ^ 
^(Digital Signature)^ ^>-g-^, ufl^ 71^-g: ^sfl tflojE^] ^ ^ 

s i'trCT. 7\7\A?\ ^l^l ^-g-^i Wl^7l# li^e>7l ^*fl ^a}°] ^-7fl7]S. ZL «1 

^7l# ^J^r^r jtI^c ^r^tf. 

SOAP ofl a] ^ ^o]-^- i^-tr iL°r nfl7]q#^ 7l^ofl 2^fl*i^ t±<$& i±oy s 

« ^ 7l#-g; ^-g-§}^ ^Efl^ ^Tfl^Cf. O]^ ££*V j^oj- S ^.ofl C])^ ^til^O] Dfl^q^ 

^l^tl"^. lio}.^. ^-t*l SjEflo] _y.ol J^ofl ^ofly>^] o>j7, Cfo o t^ ^ Efl ^ Ji 

o> £ 3.o)l 3^1-711 SJ-^l" 7>^*1 *jEH^ A|741^CK o]z]^. ^h]^ fio} nfl ^ u| ^7)-^ 
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^°1*H1 tflgflA^tE. 7l^^ZL Si^cfl, s-^^l fl-^oijA^ 
X.509 Kerberos Ticket^ tfltt 913.^ H o v ^-§- 7l^*Kn. $10^ 7}^ o]rt 

A) 3Lf>^ Si^H cflSH^S. 71^§>J1 oicf. 

3r£€ 7]#S.^ tfl^^ ^-*)^7fl ^112003-5675^ £f 91^ 

JjL ^5L^9) °l^o] m-o)Q ^-Ooj] Al^>o] ^£fo] ^cflAl 

^l-K ^-71*1 #Sfl 7l #1-011 SOAP *1H*1 ^ ^) *\)3X}7} 7.^^- ^ 

711 7^ ^2:1- *V - olcf^ ^-^fl^ol oiq. 

t^^l 7l#^ 4^1fe- ^-71*1 €-*ll^ n^_t}ZL7.} t}±r ?ASLsL, SOAP 
7) ^.oj-oil 7l^*V ^^a]^ ^oj-oflxi ^H^l die! * ^91^ ^tb °J" 

JL2}-S}a} S0A p ^Al^ll- ^^f-0_^.M] ^113^H1 ^tl ^ H oM *h^r *1 ^ ^JilsHt °1 -g- 

*V 1^*1^ JjL^MHo! S0AP o, lA |^ ^ ^ 3^ wv^ o. ^Jolcf. 

A o V 7l 4^11- ^§>7l sVufo] xl}^ a\t$ <&3L&^r °l-g-*V ^>H«1 

^ SL^l SOAP nflAl^l ^ U-^, 
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<'9> SOAPCSimple Object Access Protocol) tf}*}*} - *\7)*\ SOAP ^H^lfe «fl 

(Security Header)!- 3E.tr SOAP aflc] (Header)^- SOAP ^-^-(Body)A^ o]^o]^} S 0AP -g-^f- 
(Envelope)! 3E.W- J±<?H1 7]^^ ^Al*}6fl 2] *V #7l soap ^ 

<20> a) #7l SOAP DflAl^fi.} ^42] 7flA>^-i- *|J-*1*M ^*fl A>-g-S]^ El-OJ^EHS 

(Timestamp) ^ #7l SOAP °flA]xlol ^oj- ^ ^oj ^(Security Token)-!: 

#7] SOAP id} SflcHl AVOI^ t^; b) ^. 7l S0A p DflAl^^- -f-tfl CflolEil- 

^ fl ^ -71! Aj-g-fr}^ o}-3:^.*>^ cflolEi! Al)#*V ^. a o V 7 ] S0A p 2_~o\) AVol^- ^ 

; c) #71 SOAP *1M*H cn*v ^ a]oj ^o]^. ^gfl c]xl ^ a^^. ^s><*j 

^S^*>J1, #71 ^€ #7l ^ Hi ^-71! A]-g-s>^ ^sj.^^ ol-^s).^ ^tg^ 

^tr * #71 SOAP tHl^s] sllciofl #<y^ ^ d) ^ 7] c-flolEi^ A^^o} 0^5}- 

°fl Af-g-^ #7l Hl^-7l! #7l SOAP **IM*lfi1 ^7}ol ^7fl?lS ^JlSJ-bH #2. 7l ! 

^ #71 SOAP sflclsl ^cid] #og^ c^ 1# i*v*Vi4. 

<21> #7] b ) ^7)1 ^ c) ^74H]Ai, Aj- 7 1 ^ o] E-| ^ A^-g^ OT-Jr^ ^ *J 7 ] oj-jr 

<22> SEL*1, #7l d) &7H«H*\, #7l «1^7lSl OT-J:^^ H j tfl ^ 7 ] oj-j- o^^^ofl n^Ef- ^ 
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<24> S0AP(Simple Object Access Protocol) *1 - °i 7H SOAP nlW*lfe Ji°> 

(Security Header)!- iE#£ r ^ SOAP Sflci (Header )af SOAP £-£-(Body) £.5. ^Jf^;*} SOAP -g-^f- 
(Envelope)-l- S.^- Ji<?Hl ^#*H1 ^ tr #7l SOAP 3^ 

#«^iM, 

<25> a) #7l SOAP ^H^l c. ^-^]. 7 l <^ 0]^A^ t^Rr ; b ) #7l ^#Af 

^ ^7fl7lS. #71 SOAP lo} afld ^ofl ol^ oj-jr 711- 4 3L a} «1 ^ ?1 # ^4^Kr 

C+Tjl; c) #7] ^^*V Ul^7ll- A>-g-*M A o > 7 ] SOAP *HC1S1 iL<£ vflofl ol^ 

<3-^ 41^^ * ^efl^l *^E-g- ^€*Rr ^-711; d) #71 a) #3HH ^4tr #-§- 

*H #71 c) ^TfloflA-1 A^-g- 3^S>fe ^711; e) #71 b) #3HH h] ^ # 

Af-g-^H #71 SOAP £-§-ofl °J-S cflolEil- 4is|t[ ^ofl ^eflo} cflojEil- 4^ <s>^ #741 

1- £^-*r4. 

<26> ^71^, #7l a) ^TlHl^i #71 °]^^ # 7 ] S 0AP *fl C) ^ *j|ci T-H ofl S4^r j£°> 

se(Security TokenHH 3^3^- 53 °1 Wr^W. 

<27> r £ §> i AT- 7l c) oj-^j Rl e ) cjTjHlA-1, #7l ^jLSj-^ A^ * oj-^ cfl o] 4^3^ tfl 

%l7l <y-Jr ^ZL^^ofl nl-E> %o] af^^cf. 

<28> £*1, #71 b ) ^TlHH, #71 oJ-S 71^1 4^5r^ «1 tfl 3*1 ^jfe <^J1^^^ ttfe.} ^ 

^Itt ^°1 H>%>2)5>Cl-. 

<29> ofsflcHlA-l^ *}J=L^ ^-J7 S §H ^AHHl a. ^-tgol a^^r 7l 

# ^MH *#£} 7>^i *>7> -8-o]*l-7il ^Al^- - ol £ 4 ZLEil4 

-g- t^^r 7M #01 *v ^Efls ^ ^o.^ <*M<*IH Ajtg^ ajahhi ^si*i 
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^^ll- -g-*}^ -fr^ Cfl^fl^^ ^Oj^. £ig 

<30> o^f, ^JjL^ 5L^^- ^V^o) ^Al^cH] ccj-a. A^ OfJl5)~t *®*\\3]£l 

<31> £ l£r SOAP ^1*1^ -7^colcf. 

<32> j£ lofl a}^ ^o], S oAP *1H*1^ if 7 fl^ cflolEi ^s<y SOAP aflcl 

(Header) (120)^ SOAP ^-&( Body) (160) -8: i^}^ SOAP -g-^(Envelope)(100)^ 
<33> SOAP -g-^(lOO)^ SOAP m-g-^H- ^Ml ^ ^-g: H-eN^I ^ *M13<?] 

framework)* ^^rf. 

<34> SOAP §11^(120)^ SOAP ofl cfl^r ^Jll- i+Ej-iflTr &Hf*g ^a. 

(Routing Information) (122)3)- SOAP -S-^-g- *> iL<?> ^(Security Header) (140)1- Strtrtf 



£-9} 31^(140)-^ ^f A l H]-9j^^S.(Timestamp)(142), J£°J: ^. ^-(Security Token) (144) , 
<#Jl -71 (Encrypted Key) (146) ^ *1 ^ (Signature)( 148) ^g- 3£tHh=r. 

Ef°Ji^S(142)^ iL°J: ^tis] zflAV-g-g- hJ-^«>71 flSfl *r-§-£H, io] A^o] ^i^a] 

Ji^l &E(144)£: H^Hl ^r^sl ^l^Aj, ol^ cJ-Al x-j ^ £] UL°i 
(Unsigned Security Token )^r A i ^ € iL^r £^-(Signed Security Token) ^ 7 r *l5. u^cf. 

£ ^-8-^- ^ $I^r ^li, <« 1-<H Aj-g-A} ol-§-( User name) f-g: # ^ ^cf. , 
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Ji 0 J: £€-(Signed Security Token)-8r ^71 ^Hl o^fl zz. o]^7l ^Hl s]*fl 

•y-^^o.S. ^I^sl^^l SL<& M-°-5.>M, ^cHl^ x.509 ^l^q- Kerberos Ticket ^1 ojcf 

<38> oVjr 71(146)^ SOAP £-£-(160H ^*l*Rr 3H^* ^Jl^tr «l^-7l(^l^ 71)7} 

^>^1 *7|M3. <y-j£3-£ ^*lcf. olfe SETCSecure Electronic Transaction)^ Af-g-s} 

<39> ^^(148)^ XML 0]-^^ ol^-5>o^ rflolEil- ¥-&SL3. z\)o}&\2) 

<40> *V^ ; SOAP ^(160)^ cflolE^ (Encrypted Data)(162)-fr £*>^>^ , °) <&S_ $)o]b\ 

(162)fe XML #3: ° a v :n 5^ (Encrypt ion A Igor i thm)-g- °l-g-*}^ SOAP HH^l- Qsl&Q 

if&SLS. cflojE^ 7l^^# ^l^W. 

<«> £ 2b £ l*fl 7] (Encrypted Key) (146) M nfl^q^^ tfl^ ff£S, 

2. 71 ^ *H -7i q #^ SOAP *IM*1 SL°HM r-llojE^ ^S^tr ti]^-7]l- *tHQ*}3 ^7lM3. 

<42> o] ^Ti^oii^ Hi ^7] (Secret Key)^r tf\%?) 0VJ1 ^JLSl^^l A}-g-£l^ 7l# ^tr^r. 

<43> *)-3g, 7 fl <y 71 /^7H 71 (Private Key/Public Key)^r «1 tfl ^1 ^ Af-g-E)^ 7) 

7}1 0 J71# Aj-g-^-cf. u| C|l ^1 7l ^JIS]^ rfl %1 71 o^^-^- ^ oj/iljr^ 4, 
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«S #°fl A S % *H§ 0 1 ^SL <&X\. 21 ^Jl^H A>^-£]^ ^7fl-7l^ Slf^l^* ^Sfl ^ 
^1 ^"7fl£lcHxlJI ( -^SH A\^% 7fl<?J?]fe 7^o] ^-f^Jl o^o_n^ ^ v%t%*\ f tfl ^ 

4> 4 ^(Session Key)^ 1^7l# A>-g-^ 7 l ^sfl ^1:^^ 7l » ^j-^ ?A°-$-, A 

H <M» ^fl 4-g-£H*M, Cfl^ 0 l7l <3-Jl ^S]#oHA-l A}-g-£]o^}^ til ^7l# Afl 

51 2<i S.*]& aj-sq. ^-ol, oj-^. 7l ^ Dfl5HM^ SET^l^^ ^ 4 _g.j= nfl ^ q ^ o_ ^ 
5* Ml, ^Vi^S tilolE-1 ifl-g-o] ^1 SOAP cflolE^ ^5.7} HB}-^- cfl^7l oj-jE. 

^Jisl^ofl 4e1- ai ^7] (7^7^71 )(220)» ^S)-(201)€ ^ ^S. dHEi(162)5. <£» 

SOAP £-^(160Hl ^<y^cf(202). ^ 7 ]x\ A>-g-^ til ^71 (7-flAjl7l) (220)^ «1 tfl ^ ^1 #31 
^Jiel^o]] ^a] 7 [o| ^7fl7l(210)S °J-Sl4)-(203)SH ^r-g-^r ^ 

-71(146)5. SOAP 31^(120), #§1 £.91 ^ (Security Header) (140)^1 ^^€^(204). 



SOAP nflAl^ ^*Rr 7 floi7l5. noj- slid (140)^ #3: 71(146)^11 91t= °j- 

^sf€ «1 H 71 # ^siSHH til (AflAi7l )(220)1- <g£- cf-g-, ol til ^71 (^1^71 )(220)S 
SOAP -£-^U60Hl 91^ <&3L cflolEil- ^JiSHH SOAP dME1» <£t11 ^rf. 

°1 u fl , «1 ^71(7-11^ 71)^ ZL ^ol7> zj*] £ 7 ] ufl^oll tilufl^l7l <#3L <gjLZ]^-°.3, <&/ 
4^5r 5>^cll Al ? lol 23^4 ^s. s.^, DES(Data Encryption Standard)^ ^ 

o.o|]^ yl^7l*l zjojfe 64tilJHoij7, SSKSecure Sockets Layer)^! ^-M^ 40~128HlH 
Si Hl^7l (^A47l )# A>-g-tr^f. 
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<48> = 3°- £ iofl ^X\Q SOAP ^H*l«- ^^rfe *-§-.£ °1 3. 

5L 3-1: ^3 SOAP £-£-(160)011 ^3 HI cflolE^# ^ fl ^, SOAP °1H3 

-r^Hl 3tr 3-f>% 1 ^Jif ^<?H SOAP 313(120)3 e]-f*g ^^(122)1- Mtr3-(S310). 



3^-, a°J: 313(140)3 3-°J^H(142) ^ JsL°]r £€-(144)1- ^*i3(S320, S330). 
ol uj] ^.o> £-3.(144)01 iL9j- s€-(Signed Security Token) 0 ] ^-f<?fl oj^l^ 

(Certification Authority)^ £]5l<5H oj_g. ^ E oi^ n>ot S0AP ^}o]b\6\] z\}3x\°\}t]) 

^7fl^flA^ o> ol C }^ > cflolE^l- #3L3HS340)SH 333(162)1- *3>8*H 

SOAP -£-^(160 HI # 0 J*h<13M| SOAP 3333 3^-g- -H-^ltrCr. 3 33, oj.^gj. 4^ 

XML °J-3L °J;JL3^ 3-&3-. 

CM", 33 3 oj-^S}.^ A}-g-i£ 3^ 3 ( 220)^7 ^3" 3 ^ 7 fl-7l£ ^Jr^a] oj-jr 7 j 

(146)1- A 5^tr ^ iL<?> 31 3 ( 140 H ?13(S350) . 

D^m-o.s cflojE^l cfl^j. jjj.^ Ai^^-oi-g- 331 33^ (Si gnat ure) -§- 
§113(140)oll #°JfJ;3-(S360). 3 tr)] 33^ 3^ XML 331 3^ ^JLE^ofl 331 ^ 

*S£3-. 

£ 4^ JE l°fl SOAP 3331 ^^f33 ^AlsH 3^«Rr Sf^-gr 3-3-\E 

£33-. 

51 41- ^Spg, ^3 ^a]a>^ *13- 3^-g- ^^t}7] 331 SOAP 333 313(120)3 
3^3 o]^7l^-o.^«-3 9J#a^ oj^ *( S 410), 3H£ 3^3 « 7}7ln SOAP §113(120) i4H 
SItt it oj- s)13 (140)3 3^(148)-8: ^*}-3-(S420) . 
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<55> A^o] £ ^ JL q-^, oJ-JlSl-^l 3H^» 4^ S^l ^ e fl , ^^1^3] 7fl°]7l5. iL<?> «ll 

cK 140)2] 71(146)1- ^-^Sj-SH wl^7l(220)# ^(S430), 01^1(220)3 

SOAP -S-^-C 160)21 HHEi(162)# ^SLSNfH -g-^ c-fl o] e-} 1 4€W(S440). 

<56> £ 5^ ^«1-^9J SOAP *IM*1 a.o>6j|Al ^tg m-^^. 7Hi*^o.^ S^olcf. 

<57> £ 5^ ^°1, SOAP ^1^1^1(520)21 ^4U>°1 ^^(Alice)^ SOAP 

(524) iflofl oJ-SLS^ cflolEi ED(=Enc(Data))(524)l SOAP ^c] (522) 

Sig_Alice(ED)( 522)1- ^ ^ ^ SOAP ^^1^1(520)1- ^4!*}°] -§-(BobHl7fl ^^*VcJ-. 

<58> ol nfl o_^^K0scar)^r ^SLsL SOAP ofl *1 xl 7} ^^lfe ^MH ofl^ 

i7} iL\£ SOAP ^1^1^1(520)1- 7}3.*fl*l f ^ ^€ SigJU ice(ED)(522)l- 

*Hd3 a^o] Sig_0scar( ED) (544)3. m^l*> ^, _2.^Hr ^€ SOAP ^1*1(540)1 4*1 $ 

<59> .2-^ ?H1 ^«fl ^2 a>^^- *fl, ^a] SOAP ^1^1^1(560)71- 

<G0> Hl-SM, J^^Rr 'a-SSj-^ tfl Ol B\ 1 ^Jlil-l- |i &o] ^tVo^ *)^-§- Ml^c*) 

if^M] CHIOIE^I A^eV A>^Vo] ^ ^ ^ ol ^ 

<61> ^-ol, SOAP nflAl^l Jioj-ofl 7 1^*V ^ti^ ^oVdlA-l^ O.^^ ^ 3 ^>7> ^ 

SOAP °fl>M*l» 7}S.^\ AltgA o^^V ^ olcf^ ^^l^o] 51 Cf. 
<62> °^l^o. ol ^j. 7 ]-s]^ £ ^tgo] aJa^HI o^fl ^.a-g ^ ol^ 

<63> t= 6 ^ ^. Mj-tgo] ajaHHI tcj.^. A-i^ ov^sj.^. oi-g.^. ^A^ai^ ^o\]a^\o] S0AP 
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<M> c & 6\] ^ ^o) i *£v$9] <£X\ ofl SOAP o|M*lfe ¥ 7fla) £\)o)&\ ^ S 

<?] SOAP ^(Header) (620) 2]- SOAP £-^(Body) (660)# S.^fe SOAP Envelope) (600)5. 

<65> SOAP -g~f-(600)*r SOAP ^Alxjo] m-g-om- =-ofl cfl*V ufBftflyl fl^ #2)13 Si 

H A <3$la( framework)* afl^SVa, SOAP (620)fe- SOAP "IM^I ^41 *H cfltr 

^Jil- ^KH^ &r^^ ^(Routing Informat ion)(622)°4- SOAP iL°b§- ^ tr sflel 
(Security Header )( 640)1- itrtrtf. 

<66> tioj- ^1^(640)^ cf^l E->oj> ; BHH( Timestamp )( 6 42) > ioj £e(Security Token) (644), 

#31 -7] (Encrypted Key) (646) ^ ^JlSj-^ (Encrypted Signature)(648)-i- i^tr^. 

<67> *\7]*\, b}^^eh S ( 642 ), t£o> £^(644), 71(646)^ £ 1# ^a^H ^^tr 

SOAP nflAl^S] ^JZf ^o^^J. nl yj^o. 7 }^ ]B _^ ^yjofl^^. A| ^ o] ^ # «fl ^ ig £ 

<68> «V^ ) jioj 5(1^(640)^1 itr^l °J-^5)-€ A] rg ( 648 ) 0. ML A ^ oj-^^o. ol ^. 

C-fl ol Ei 1- A-l §V J=L « o. ^ o] E ^ Oj-Jr 3^ ofl A}-g-£l til ^ -71 s. 01 3 71 <£j7 e| ^ofl n4e}- oj- 

<69> ^Eflol S0A p b(|a1^ iL°HH rflolEi 71^^*1 ^Jfs4, ^^0] 9]^-0\} 

*\*$°] V-f£lol #3HHfe *113*H1 sl«H ^°1 H*H^ -r &7l «fl^-ofl , o^itr *\x$ 
UL7]\o)} o 1? v o ]2:1 . ov 7 i iflsfl^ ^oy sfld(640)Sl ^-g- (648)SH ^ 

cf. *1l3*r^ ^(648)* «1^7l7> g^i- <g >fl ^- ^ ftCLJELS, A^-g- ^ 
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^ Si Til £4. ^M-, ^^Htt <£S.^& ^^(648)^ ^sL^tr 4 ^ %^Sr 

*$v\E-£. SOAP dlolEil- 4^^-^" *r ^Tll 

> SOAP €-£-(660)£ °J-S cflojEi (Encrypted Data)(662)» Sf-^H , o] oj-jg. cflolE] 
(162)-cr XML <£Jl (Encrypt ion Algorithm)^ <>l-g-SH SOAP £^ cfl o] e^ 

« £.0.^ c-flolE^o] 7l^^# afl^SHf- ?H r^A^ ojnl £ A^ ^ ^ 

i> 5L 7^ 5L 6*11 SAlsl oJ-JrS^ ^^ (648 ) ^ nfl ^ u] ^ofl cfl *V l-^SLS., ^JLS^ ^ 

^ ^ Dfl^M#^r SOAP nflAl*l iL^HH Dll O] Ei # o^s}-^ A^-g- ov 

2> o] oflTiq^ollAl al^^KSecret Key)fe nfl^l oJ-Jl ^zLE^ofl A>-g-s|i=. ^trtf. 

^*gsl-7l 7] 52^ 4^o] ^ ^^i|^o> *Vr4. 

> 5L 7°ll 51 a) al-sq- ^-ol, ^S5r€ ^tg ^ "IMM^ SET^H^ ^d^> 

4 £^31 , ^MU A-itg (Signature)^ SOAP El a* W ° D V4^2f ^-£7} t»}-E- rfl 

%l7l <y-Jr «^jlE|#oll n^r ul^ 71 (^1^71) (720)1- A>-g-^c^ «y-J:3].(701 , 703)€ ^ ^ <&SL 
cflojE^ (662)5}- ^S)-^ ^^(648)^-5. ^f-o^i z^-zj- SOAP ^-§-(660)3f iL<^ 31^(640 HI ^ 
^^4(702, 704). 

l> r-HolE^sq- A^cq <£sL3\.d\] a}&Q Wl ^7] (^1^71) (720)^ «1 nfl ^1 <&3L <£51?)^) ^ 

ef ^pAi^o] ^ 7l]7] ( 710 )s. <y-Jl2K705)£H Uf 1 ^ ^r-g-^a} %v ^ oi^ ovjr 71(646)3. ^ 
^3<H SOAP *)1 £-1(620), ^1 (640)<>11 ^^€^(706). 
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SOAP nfl*!*] ^a}^ 7fl<?]7l3. «fltH(740)fil °J-Jl 71(746 HI 

1^-^ Wj^^ll- ^-Jr^^ Hl^7l(^^7l)(720)l- ^ Cf-g-, O] Ul^7](^1^7])(720)S °J- 
*i^(648)^ 4^1^>^ £-2fls] A^^ g^fl -gcf 
J£ 8£ £ 6*1] SOAP oflAl^ll- ^^^j-fe iL-g-ioltK 

£. 8* U^^, SOAP £-^-(660 HI *J<H dH^# a^*v S0AP p^j^ 

t^*H1 tfl^V ^ti# SOAP sflcl (620)3} ^ J±(622)-I- ^ ^r^-(S710) . 



sflcl (640)3} Ef<y^^H(642) ^ J±<?> S.€-(644)-§- ^ A jt!r^(S720, S730). 
o) trfl ^oy £ 3.( 6 44) ol A^si iLoj- S€-(Signed Security Token) 9l ^-f<?3 9_]^7l^ 
(Certification Authority)^ ^£ xl^f. ^ SOAP cflojEHl *l|3*H|7fl 

^7flsflA^ o> ^ i7 |. oicf^, cflo]E^ al ^71 (720)1- ^1-8-*>^ ^iL3>KS740)^ 3J-JL 

elM 3(662)1 ^ SOAP £-■§■( 660 )°fl ^^^S.^ SOAP ^oIe^ -fr^tr 

4. °i7lA^ ^SS} XML #3: 9>JL2l#-g- 14^4. 

31°1eH1 cfl$ * Ai^^-oio. ^ a-1^ (Signature)^: ^ 

^&-§- ^W(S750). o) afl c]^^ a^^ XML A^ o s Vj7E]#oil sfl ^^^cf. 

^ ^ , tHo]Ei* Bl ^7] (720)1 Af^-sH A o V 7) -^AJ^ A-^-g- P£*V OV^^ 

(S760)*V^ ^J-Jis^ a-1 ^(648)^- M ^ SOAP aflel (620)3] iL^l Sflcl (640 HI #<y^-_°S*l 
SOAP nflAl^]^ ^tg^ ^13aH) 3]*1 ^* «Vxl%v ^ oicf. ^7H, XML #5. 

3>jlEl^ol] rrf^cf. 
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<81> B]" O.S. , CflolB^ A^ ^.jL^-ofl A>-g-S} «1 ^71(720)^ ^r^]*}^ *7fl7lS. 

•y-JL^H 7) (646)1- ^^*V ^ iL<L> «flc] (640 HI *lcf(S770) . 

<82> 5L 9-^r 5L 6°fl SOAP eflAM!- ^Al^ M-Ef-^ *■§■ 

<83> £ 91- #SS>^, ^ ^*Rr Si*} ^i^-i: ^#^>7l ^efl SOAP *IM*1 n C]( 620) M- 

31^-3] ^#71^-0.^^ <y^l- <gfecKS810). 
<84> cf^-, ^a]^ <y-J>5|-i£ C ] X1 ^ A ^ (648) o. ja.^^ ^Al^j-o) 7fl o] -7] 5. ^cj- 

(640)^1 71(646)1 41^-*H a l ^1(720)1 3 ^tbi=KS820) . °] 7 A^ ^^A^-^] 

*d*^ SOAP Dfl^l^lS) «.«-ol wl^-7l(720)^_ °J-:£S}-£l o| &7l nfl^-olcj-. 

<85> Cf£-, 3]S-^ Hl^7l(720)S ^S}-^ ^MlSJ-SH ^-Efl^l A^-g- j£ 

(S830), #7} <£7fl(S810)°lH ^ 3. ^7] #7l](S830HH a^^- 

3^th3-(S840). 

<86> A^o] Q^S\3L u>^ ( Aj-7] ^-7lKS820)^l^ °H 42^^ «l ^7l (720)S. SOAP -g-g- 

(660)^1 cflolE-K 662)1- 4^2}-^^ ^-2fl3] cflol^-i- 4^t!r4(S850). 

<87> $.# t Aj-7l*l aVfif ^ -S- if>^o} AH 6)1 4^ A^ <y-Jl2l-l 

3X| c^H, ^A>7l Cj^H ^-)ofl ^ Sicf. 

<88> olAj-oflAi -S. Ul-e)-3l*V AjAlofloll t}] §}c*} A^jS}^ ^ £ *1 ^£ °H 
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£ ^<>ll n^-e^ j SOAP *1H*H1 7lti_V*V ^H^aI SOAP *1M*H t)R> oJ-Jl sj-g. 

SOAP oflAl^ ^.oVofl 71^*1 ^H*^ J±°HAi ^ Ol^ ^-Afl^O] A^ 

^SSl O.S 51-g; ^ ^Cf. 
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1] 

SOAPCSimple Object Access Protocol) nfl *1 *1 - <*| 7} *\ SOAP *1H*1^ 1±<& «flc] 
(Security Header)!- i^fe SOAP (Header)^ SOAP ^-^-(Body)^-S SOAP -g-^f- 

(Envelope)* Ji<?H 7l^*l ^«1^ iL^M ^*1*HI ^oM SOAP ^H^l AjAj 

a) ^-7] SOAP °1H*1^ $2.2] ^*}7] ^ «fl A>-g-s)^. E|-<y^ = 
(Timestamp) ^ #7] SOAP ^l^l^l^ iL<?> ^ ^£.91 S.€-(Security Token)^- -M*H 
#7l SOAP iL^ sfl^ofl #<g*^ #7)}; 

b) ^"71 SOAP "iH^f- -f-*fl tflolEil- JL^ *1 H 711- ^r^M ^^-^ 

cfloiE-ii- ^ av 7] S0AP ^ofl #<g*Hr #31; 

C) ^7l SOAP nflAl^Hl Cfl*l ^?J^ *J A]<£ ^-o]^- o^fl c-l^l^ A^_^ ^S}o} a-^ 
^^*>al. ^71 A^s} ^^^-^r ^71 ^ Hl^7l# A>-g-§>o^ <y.jrsj.^ *\*$ 

-§- ^ A oM SOAP 1°J aflcH #<^Rr #31; ^ 

d) #71 ElME^ ^^Sj-ofl A>-g-2} Aj-7] Wl^7l# #7l SOAP *1 2] ^Al^j- 

Sl ^7fl7lsL <y-JlS}-^>^ 711- AJjAj^ a o > 7 ] S0A p ^cV ^cjofl Aj-oj^ clTfl 

» £f5}b QSL^ °]-%--& HH^i ^.oVAl SOAP A] ^1 A^Aj Hj-^ > 

2] 

*il 1^1 &<H*1, 
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°fl tq-e.} ^ ^io S ^ Ajxg <£3Li%% ol-g-^V j^oVa] SOAP ^1^^ ^ 
3] 

^ll*oHl &<>H. 

A cM d) ^^oflAi, ^-71 ^^.^ alcfl^M <y-jr ^Jiel^oii o)-e.> ?A 

# *}^r A^tg oT-Jr^-g. o)-g-*|- ^H]^ ^.Oj-Al SOAP °1M*1 ^ «<^. 

4] 

#7l cflojEi, a^^ ^ «1^7l^ ^Jls}-^ XMLCeXtensible Markup Language) °J-Jl ^Jl 
3#<i t^r T^lfe ^ <5>^r a^ ov^^.^ oj-g-*]- ^^ul^ ^oj-aI soap nflAl*] 

[^*<r 5] 

SOAPCSimple Object Access Protocol) *>1H *1 - <^ 7H SOAP ^Ia]*]-^ iL°> 
(Security Header)!- i^*}^ SOAP «flc] (Header )^ SOAP ^-^-(Body)^-S. ^I^aI S 0AP -f-f- 
(Envelope)l- 3£^J— UL^l 7l^*r ^>H U 1^ iL^l ^41 *H ^tr SOAP *IM*1 ^ 

a) >S"7l SOAP nflAl^l^ *\x$ o. 3^.7] oj^l- a^.^ ^-Tj]; 

b) Aj-71 ^7}-^ &7$7]g. ^-71 SOAP ^ u^o]] oVjr 7 ) ^ ^S}-^]- 
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c) #7l yl^-7l# H-g-^ #7i SOAP *\M9) ntf ^-Hl 91^ °o V S5l-€ ^ 

d) #71 a) #?HH o]^A-m ^"^M #71 C) A^,g- ^Sj. 

e) #71 b) ^TlH^ ^^*1 Hl^7l# AV-g-^Vo^ #71 SOAP -g-g-ofl $2tt cflolEil- 

1- ^ ^5}-l- ol-g-^V ^A-^Ul^ io>Al SOAP BflAl^ ^ Wj-^. 

6] 

#7] a) #3H^ #71 <?1^a^ #71 SOAP n^9] I?} sfld Vflofl ol^ iLO> ,= 3. 

(Security Token 53 -8: QS-Q^r °l-g-*r ^-°J: A 1 

SOAP cflAl^l ^ 

7] 

^16%H1 5&°H, 

#71 c) #31 ^ e ) #3HH, a o v 7 ] oVj^s} nj ovjr ell °1 &) ^J^tt ^ % ] ?1 

<$3L ^JLB]^} erf sl- ^ ^ ^Jo S ^ ^ ^ o}^ ^ti^ ^oy A ) 

SOAP oflAlAl « 0 v^. 
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[3^8- 8] 

s-^j o.^ ^ <a-s^-# ol-g-^V ^H*]^ ^.olAl SOAP °1M*1 ^ 

9] 

<y-2. 71, <y-5L5}-€ a]^ ovs. ^-JlsHt XMLCeXtensible Markup 

Language) <&3L <£51t!)^ t^e^ ^M^Er ^fe ^ 0 J-1W °l-§-*r 13^1^ 

SOAP nflA]^ ^ w c V^. 

10] 

SOAPCSimple Object Access Protocol) - <$7]*\ SOAP *IM*lfe a.oJ «flc] 

(Security Header)!- Slt^fe SOAP (Header)^ SOAP (Body) AS. ©l-f-o^ SOAP -g-^f- 

(Envelope)l- H^Ml 7)^ i iL^Al =£a]*H1 o]^- #7] S0 AP nflA]*! ^ 

a) #7l SOAP ^Al^jS] a.o> ^il^ *flA}-g-* w 0 V^l^>7l $m A}-g-s)^. El-cyi^H 
(Times tamp) #7] SOAP ^Hx!^ ^oj- ^oj. s^-(Security Token)* 
A oM SOAP aflclsl iL°r sfloHl avoi^ 7 ]- ; 

b) #7} SOAP ^Al^ll- ^fl ^A]^ cflojE^ s.^ a] -J -711- A>-g-^ oj-jgrs^o} <£■§. 
HM^l* aJ^# ^ av 7 ] S0AP a.-o)l Aj-ogarKr 7]^; 
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c) ^7] SOAP oflAl^ofl cfltr ifTjAj ^ a]<£ ^-o]^. ^gfl a^^ ^e^H ^ 

* ^ A oM SOAP £_o} ^6\] #<£-&}±r 7}^-; ^ 

d) A oM ^H^^f A^^o] ovjr^ofl Aj--g-^ B) ^ -7) » Aj- 7 ] SQA p nfl A] ^ ^ ^XU> 
2] ^fl^S. ^1^5}^ 7)1- -f AJ-7] S0A p S| lDl o} ^oy ^^o]] A}-ol^ 7 ]- 

[3^8- HI 

S0AP( Simple Object Access Protocol) ^1^1-^7^ SOAP ^IH^l^- Ji<?l «flD] 
(Security Header)!- X^Rr SOAP aflcl (Header)^ SOAP ^(Body)^-^ ^l^M^ SOAP ^ 
(Envelope)* itrtr- ti°H| 7)^ ^<Q*H| ^ el a> 7 ] soap nfl ^] ^ 

a) ^-71 SOAP 3?r <?l^i« sj^Rr 7l^; 

b) A oM ^7>^ ^7fl7lS. <#7] SOAP ncjo] ^oy ^ ^ofl &i=. oj-jr 7 j # 4Jrs}-<5} 
C) #7] Ul^-711- A>-g-*H ^7] SOAP Sflc-lfi] J±°> «flD| iflofl SI^ ^ 

^ ^ ^-efl^l A i^^# ^-€*Hr 71^; 

d) ^7) a) ^ofl^H 91^9 *>-§-«H A <M c) ^TlloflA^ A^-g- ^^§> 

^ 71^; 
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e) #71 b) #3HH til ^71* Af-g-^o) a o > 7 ] S0A p ^ofl ol^ oj-jr c-flo]Ell- 
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